
6. Here is an example of a spammer using web-based email, in this case Yahoo, as the mailer for the 
spam.  The spammer still needs an ISP to use this Internet service, so the hop from [80.88.128.12], 
a Danish ISP, to Yahoo is not faked.   
 
Received: from f05n13.cac.psu.edu (r02a04.cac.psu.edu [146.186.15.14])   

by seawolf.aset.psu.edu (8.9.3p2.1/8.9.3) with ESMTP id SAA2736196       
for <xxx@psu.edu>; Mon, 1 Dec 2003 18:20:02 -0500 

Received: (from daemon@localhost)        
by f05n13.cac.psu.edu (8.9.3p2.1/8.9.3) id SAA126224     
for xxx@psu.edu; Mon, 1 Dec 2003 18:20:01 -0500 

Received: from web25009.mail.ukl.yahoo.com (web25009.mail.ukl.yahoo.com [217.12.10.45])  
by f05n13.cac.psu.edu (8.9.3p2.1/8.9.3) with SMTP id SAA307170   
for <xxx@psu.edu>; Mon, 1 Dec 2003 18:20:00 -0500 

Message-ID: <20031201231959.79070.qmail@web25009.mail.ukl.yahoo.com> 
Received: from [80.88.128.12] by web25009.mail.ukl.yahoo.com via HTTP; 
        Mon, 01 Dec 2003 23:19:59 GMT 
Date: Mon, 1 Dec 2003 23:19:59 +0000 (GMT) 
X-PH: V4.1@f05n13 
From: =?iso-8859-1?q?adele=20thomas?= <adelethomas03@yahoo.co.uk> 
Subject: RE: MESSAGE 
To: xxx@psu.edu 
MIME-Version: 1.0 
Content-Type: text/plain; charset=iso-8859-1 
Content-Transfer-Encoding: 8bit 
 
FROM THE DESK OF MR ADELE THOMAS  
ADELE THOMAS AND ASSOCIATES 
EMAIL:adelethomas01@yahoo.co.uk 
 
ATT:Sir/Madam, 
  
RE:YOUR INHERITANCE FUND CLAIM OF  LATE MRS CASANDRA RYAN. 
 
First, I must solicit your confidence in this transaction, this is by virtue of its nature as being utterly 
CONFIDENTIAL. I am  Adele Thomas,legal adviser to the Executive Director (Banking and Treasury 
Operations)with the Union Bank of Nigeria. 
<snip> 
 
To get the unsuspecting to fall for one of these Nigerian Advance Fee Fraud scams, the scammers 
need a real email address that a victim can reply to.   
 


